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INSURANCE’'S ROLE IN THE REGULATION OF
WEB3 THROUGH DE-RISKING
By Jessica Chapman

Government-initiated regulation alone will not nec-
essarily be a cure-all to Web3’s problems, including
the problem of consumer confidence. The availability
of insurance should also have a part to play in im-
proving overall confidence in the sector. Web3 is an
interesting case study on the somewhat symbiotic re-
lationship between regulation and insurance. In equal
parts, the availability of insurance for Web3-associ-
ated entities helps with securing regulatory certainty
by creating a ‘de-risked’ perception of the underlying
assets and technology, whilst regulatory certainty is
precisely what insurers are looking to see in the un-
derwriting process before choosing to write a risk.
Whilst insurers have generally treated Web3 as starkly
different risks from the traditional financial institutions
with whom they are familiar, the examples from insur-
ers who have entered the Web3 market thus far make
clear that this is not necessarily the case. The sheer
value of the digital asset industry presents a welcome
opportunity for insurers worldwide to at the very least
explore, with a view to improving the overall percep-
tion of the industry and capitalising on the current no-
table lack of supply and capacity.
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Cryptocurrency exchanges and other players in the Web3
ecosystem have largely been absent from the insurance
market to date. Both regulators and insurers alike have
been reticent to engage with this industry, which, despite
the plague of regulatory uncertainty, has continued to grow
and shift rapidly year on year. The recent public fallout of
the downfall of entities like FTX has, however, unsurpris-
ingly prompted calls for greater regulation of the sector to
protect, primarily, consumers’ funds in the event of insol-
vency. However, government-initiated regulation alone will
not necessarily be a cure-all to Web3’s problems and the
availability of insurance should also have a part to play in
improving confidence in the sector. Web3 is an interest-
ing case study on the somewhat symbiotic relationship
between regulation and insurance - that is, we appear to
be facing a “chicken and egg” scenario whereby the avail-
ability of insurance for Web3-associated entities helps with
securing regulatory certainty and confidence by de-risking
the assets, whilst regulatory certainty is precisely what in-
surers are looking to see in the underwriting process before
writing a risk.

Using cryptocurrencies as an exemplar for the insurance
market’s treatment of the Web3 universe, on June 12, 2015,
Lloyd’s of London released its seminal report on cryptocur-
rencies and insurance, Bitcoin: Risk Factors for Insurance,
which made clear that cryptocurrencies are muddy waters
into which insurers should not yet step.? Lloyd’s of London
then issued a directive to all its syndicates in July 2018
warning them to proceed with caution when approached
by crypto-asset companies and to ensure any managing
agents involved with such companies have relevant exper-
tise to be able to properly assess the risk.® That means the
starting point for insurers has always been one of caution.
Only a minute fraction of cryptocurrency losses is covered
by insurance as things stand, with estimates sitting at ap-
proximately less than 1 percent.* By contrast, the market for
cryptocurrency insurance is suggested to be worth USD200
to 500 million in annual premium revenue if insurers are will-
ing to step into this burgeoning market.®* Marsh has sug-
gested a confluence of factors could increase the value of
the insurance market for digital assets even further beyond

this with regulatory clarity, adoption of digital assets, de-
centralized finance and Bitcoin value all on the rise.®

‘(‘7: Risk Factors for Insurance, which

made clear that cryptocurrencies are muddy
waters into which insurers should not yet step

In 2019, insurance coverage options began to become
available for individual investors and holders of cryptocur-
rency, such as via BlockRe, an insurer which offered vari-
ous policies to crypto-asset holders providing cover for loss
or theft of private access keys and hacking, among other
things. Specific insurance solutions for the entities involved,
however, were few and far between. BlockRe rebranded to
Evertas in 2020 and recently became the first specialist
cryptoasset insurance provider to become a Lloyd’s cover
holder, potentially signaling a broader sea change for the in-
surance market. Evertas now offers a much broader suite of
products to companies and individuals alike which purport
to be purpose-built for digital assets.

In the Asia Pacific region, there are wide disparities in
whether and how cryptocurrencies and other digital assets
are regulated, and initial coin offerings (“ICOs,” being the
equivalent of an IPO except in the context of a launch of a
cryptocurrency, usually designed for a particular purpose
or payment use case) have been particularly controversial.
In Australia, for example, the corporate regulator ASIC has
issued guidance to the effect that, in most cases, a “crypto-
asset” will be treated as a “financial product” for regulatory
purposes, and cryptocurrency exchanges may then in turn
be treated as “financial markets,” given they facilitate the
sale and exchange of cryptocurrencies. If an exchange will
be treated as a “financial market,” this means the operator
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will be required to hold an Australian market license and be
subject to the applicable regulatory rules.”

The shift towards more regulatory certainty around the op-
eration of cryptocurrency exchanges and the treatment of
cryptocurrencies more generally has been gradual but is
ongoing. As recently as August 2022, the Monetary Author-
ity of Singapore for example stepped up its licensing re-
quirements for cryptoasset providers, requiring much more
granular information from applicants and with such strin-
gent restrictions that only around 10 of 200 applicants have
been successful in receiving regulatory approval. Suffice it
to say, the question of the scope of regulation of digital as-
sets, and the extent to which they may be subject to ordi-
nary or expanded rules, in most cases remains open.

That regulatory uncertainty remains despite significant cu-
mulative losses for consumers in the years since crypto-
currency entered popular consciousness. In early 2014, for
example, Mt Gox was the largest cryptocurrency exchange
in the world, responsible for over 70 percent of all global
transactions of Bitcoin. However, by the end of Febru-
ary 2014, it was subject to a large-scale hacking attack
and was left bankrupt, with its customers also left with-
out assets or any remedy. The hack was so extensive it
affected 740 000 Bitcoins or six per cent of all Bitcoins in
existence at the time.® It has been argued by a Canadian
academic that this means Mt Gox’s customers were “es-
sentially forced to be an insurance plan for one another,
losing property that they owned because someone else’s
property was stolen.”® Several years later in January 2018,
Tokyo’s Coincheck cryptocurrency exchange reported a
cyber theft of about USD534 million worth of coins. A Co-
incheck representative at the time said, “[ijn a worst-case
scenario, we may not be able to return clients’ assets.”'® At
the time, this was the highest reported loss of cryptocur-
rencies since their introduction.
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It is not surprising in these circumstances that insurers,
which are traditionally perceived to be conservative-leaning
and risk-averse, have been reticent to enter the market for
digital assets. The risks are large and publicized and the
entities and underlying technologies themselves widely
misunderstood. In the absence of insurance, other crypto-
currency exchanges which have been subject to significant
hacks have dealt with the aftermath very differently with a
view to protecting consumers independently. For example,
Binance, one of the largest global exchanges, suffered a
USD40 million theft in early 2019 and did not hold any ex-
ternal insurance policy. Instead, Binance reimbursed cus-
tomers through its “Secure Asset Fund for Users” (“SAFU”)
which it had announced on July 3, 2018. The Asset Fund is
funded by diverting 10 per cent of all trading fees into it and
operates essentially as self-insurance.” Such significant
funds could instead have been diverted to a willing insurer
in the form of annual premiums.

By way of a further example, following a large-scale hack,
BitFinex replaced 36 per cent of the cryptocurrency held
in each customer account, which could not be recovered,
with a “token” which could be used to redeem the value
at a later date.' Thanks to the rapid surge in the value of
Bitcoin, BitFinex was able to repay its customers within a
year, however if this had not taken place, customers would
have been effectively left in an indefinite lurch awaiting the
redemption of their tokens. The risk was placed on custom-
ers rather than the exchange itself in order to preserve the
existence of the exchange in the short term. Without either
regulatory measures or insurance coverage in place to pro-
tect consumers, the exchanges were able to respectively
develop purpose-built solutions to the problem of a large-
scale hack and theft of digital currency. The mere availabil-
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ity of an appropriate insurance product, however, would
have minimized the need for these efforts in each case. At
the same time, insurance cover also operates as a more tra-
ditional risk mitigation measure to improve confidence from
regulators and consumers alike.

Since the examples explored above, there have been some
recent examples of insurers globally beginning to enter the
cryptocurrency insurance market specifically, while other
areas of Web3 remain largely untapped. As at early 2018,
XL Catlin, Chubb and Mitsui Sumitomo Insurance were re-
ported as providing cover for companies which held cryp-
tocurrencies, but details on what the scope of cover was
were thin.'® Representatives from AIG have also noted their
interest in cryptocurrency theft coverage since as early as
2015, however few policies appear to have been written.

The first purpose-built insurance solution for crypto-asset
providers appears to be Evertas, which was able to raise
$5.8M in seed funding in 2021 to grow its portfolio. Frontier
Global Underwriting has also entered the Asia Pacific mar-
ket for Web3 risks, beginning to offer its directors’ and offi-
cers’ liability and professional liability products to the Web3
ecosystem, including fund managers, exchanges, custodi-
ans and trading platforms. The product is being backed by
Relm Insurance.

Whilst insurers have generally treated Web3 as starkly dif-
ferent risks from the traditional financial institutions with
whom they are familiar, the examples in the market thus far
make clear that this is not necessarily the case. Cover is be-
ginning to be provided for what are traditional risks, such as
wrongful acts in providing professional services, third party
claims, claims against directors for breach of duty of care.
The primary difference is the underwriting process required
and the context of the policy terms, including relevant ex-
clusions, rather than the broader product itself. That is, it
is largely a matter of underwriters properly understanding
their risk appetite and how Web3-associated entities oper-
ate in the context of that risk appetite, rather than the strict
policy terms themselves.

One example of an area where careful underwriting of these
risks is required is the distinction between cover for digital
currency held in “hot storage,” which are more vulnerable to
hacking, and digital currency held in “cold storage.” Some
insurers which have entered the Web3 space have spe-
cifically excluded digital currency held in “hot storage” for
this reason. Cold storage includes, for example, the secure
storage solution created by Custodian Vaults and Decen-
tralised Capital, which essentially is a specialized vault with
strong physical security. The companies have successfully
obtained an insurance policy for the cryptocurrency held
within the vault.”® The crypto-assets themselves of course
continue to exist on the ephemeral blockchain, but the vault
can comprehensively protect the relevant access keys. By
contrast, it has been reported that Coinbase, one of the
largest current cryptocurrency exchanges, has been able
to successfully obtain insurance coverage for all the coins it
stores in hot storage, which amounts to two per cent of its
overall holdings.'®

Independent Reserve became Australia’s first insured cryp-
tocurrency exchange in 2019, underwritten by Lloyd’s of
London, which was a significant step forward in the Austra-
lian market specifically. The policy is said to cover loss or
theft of cryptocurrency from Independent Reserve’s trading
accounts only, and not arising from individual customers’
accounts being hacked. Any loss of value resulting from
the volatility of cryptocurrency is also explicitly excluded."
However the policy would appear to operate in the same
way as a traditional crime policy, with which insurers are
already very familiar.

Developments like this may push other insurers to consider
how to delve into this market further and what specific as-
pects of Web3 may fall within their respective risk appe-
tites. Suzanne Barlyn has suggested that annual premiums
for a standard USD10 million in theft coverage would typi-
cally be around USD200 000. This is essentially double the
approximately one per cent premium which would ordinar-
ily be typical for traditional financial institution insureds.®
In this context, despite potential increased risks, there is
equally the potential for much profit to be made, treading
carefully.
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The fact that there is only a short list of cryptocurrency-
related companies which have successfully obtained insur-
ance coverage for their cryptocurrency holdings indicates
that this is just the tip of the iceberg of opportunities avail-
able for insurers, and there remains a bustling market of
companies looking for insurance. | consider the benefit of
insurance in the context of Web3 specifically is two-fold,
with both benefits of equal importance for the long-term
health of the Web3 ecosystem: to bolster their risk man-
agement practices as well as their attractiveness to regula-
tors. This can be seen on the scale of individual entities and
more broadly. As insurance becomes more commonplace
for such entities, overall stability and confidence for con-
sumers and regulators alike will improve.

Like all other insurance products, insurers must ensure they
are across all these risks — and what questions to ask —
when assessing the appropriateness of the measures taken
by the prospective insured. Premiums offered by insurers
can fluctuate based upon the security measures adopted
by the prospective insured. This approach has already been
seen in insurers charging far more for coverage for hot wallet
exposures as opposed to coverage for cold storage alone.

Quite apart from security issues and insurers undertaking
extensive due diligence prior to extending cover to an in-
sured cryptocurrency exchange, there are also issues aris-
ing from the valuation of cryptocurrencies given their volatil-
ity. For example, it has been argued by customers that the
Mt Gox CEO, Mark Karpeles, continues to own a significant
number of Bitcoins which he ought to repay to creditors.
However, he is only required to repay them at the Bitcoin
price as at 2014, which suffice it to say was much lower
than it is now. This means Mr. Karpeles may ultimately re-
ceive an unfair benefit from the bankruptcy proceedings.
Insurers will also face the question of how to quantify claims
and what cryptocurrency valuation ought to apply to any
payments made to insureds.’® Coinbase, which holds an
insurance policy underwritten by Lloyd’s of London, has
argued that this issue would be ameliorated by insurers
holding crypto-assets themselves and offering policy limits
denominated at first instance in cryptocurrency.?

The sheer value of the digital asset industry presents a wel-
come opportunity for insurers worldwide to at the very least
explore. | argue that, in doing so, insurers will contribute
to the overall stability of the Web3 ecosystem and assist
in moving these entities as assets towards greater regula-
tory certainty. Although there are inevitable risks associat-
ed with providing cover to cryptocurrency exchanges and
other related companies holding cryptocurrencies or other
digital assets, these can be mitigated in several ways. In-
surers considering entering this burgeoning industry should

consider holding their own crypto-assets and accordingly
writing policy limits in cryptocurrency as opposed to fiat
currency. In addition, insurers must be willing to undertake
in-depth due diligence on prospective insureds’ approach-
es to cybersecurity, governance and storage, with the as-
sistance of underwriters with specialist technical expertise.
The large amounts of cover required for the key players in
Web3 worldwide will likely require the participation of mul-
tiple international insurers to ensure the risk is appropriately
diversified and the industry remains profitable despite the
significant risks associated with it.

The industry to date has otherwise been characterized by
huge demand, but a notable lack of supply and capacity,
coupled with an utter lack of regulatory certainty, including
across different jurisdictions around the world. The move-
ment of insurers and regulators together in the coming years
can only benefit the participants in Web3, whether that be
innovative FinTech or RegTech entities, cryptocurrency ex-
changes, NFT issuers, individual investors or consumers or
otherwise, and result in an overall “de-risking” of the various
pieces forming part of Web3. M

“eer value of the digital asset industry

presents a welcome opportunity for insurers
worldwide to at the very least explore
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